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* Note : Identity Theft is fraud, not theft.
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* (Caps set by the ransfer Act and Federal
Reserve Board’s Regul ati on

 Credit card account holders and issuers

— Customer losses for unauthorized credit card use

* Capped at S50 if issuer notified within 60 days
* (Cap set by the Fair Credit Billing Act)
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— Fraudulent proof of a utility account can be used
to support false identification for government
services, financial services, voting registration, etc.
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— |dentify rele and existing
accounts

— Detect Red Flags identified in the Program

— Respond appropriately to any Red Flags that are
detected to prevent and mitigate Identity Theft



— Relating accounts

— Relating to existing customer accounts
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Why would s

* The perpetrator defaulted on a past utility account or
other account and so would not be eligible for service
under his or her own name.

* The perpetrator intends to establish fraudulent proof
of residency in order to commit fraud elsewhere.



RedFlag Detection If Identity Theft detected:
Mitigation/Prevention

Utility service applicant Walk-in or phone-in service Do not open account
wants to avoid giving applicant refuses to
identifying information provide required

information when asked

| D pi ct ur e d Requestadditional ID Do not open account
walk-in applicant

| D I nf or mat i Requestadditional ID Do not open account
match walk-in applicant

Billing address appears to  Look up address using Demand a verifiable
be fictitious or different online mapping; verify address; Require billing to
from service address or of  connection with service service address; Do not
a business type at a address; verify business open account
residential address exists using state
government information




Cus er

Why would so

* The perpetrator wants to avoid paying for service.

* The perpetrator defaulted on a past utility
account or other account and so would not be
eligible for service under his or her own name.



Payments stop on an
otherwise consistently up-
to-date account

Bill payment made under a
name other than name on
utility account

Utility service utilized after
known move-out with no
change of customer notice
received by utility

Phone-answering tenant
says account-holding
roommate moved out

Winter service activity on
a snowbird account

Contact customer of record
to determine whether s/he
has moved away

Contact customer of record
to determine whether s/he
has moved away

Contact customer to see if
house has sold

Locate account holding
roommate and determine
if s/he still lives there

Ask customer by phone if
s/he is in town

If Identity Theft detected:
Mitigation/Prevention

Close account; discontinue
service

Close account; discontinue
service

Visit or send mailing to
new occupant informing of
need to open new account

Demand payment from
proper roommate

Notify customer




Closely follo

including red flag om the FTC itself

Intended for adaptation by municipal utilities in
Minnesota or any state

Available at www.mmua.org
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Who can be o S no guidance
except that memb managers or
l ndi vidual s who see the “Dbi

— Members could be utility employees or other city employees in
management, accounting, legal, IT, human resources, customer
services, or other areas of relevant responsibility.

— If necessary, responsible individuals who do not work for the utility or
city can serve.
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(However, this is unlikely.)

* Perhaps more importantly, having a program in
olace that meets the federal requirement may
nelp protect utilities against lawsuit risks from
dentity Theft victims.




“( Qv ments.

Whenever a ditor
engages a servi rform an activity
in connection with one or more covered accounts
the financial institution or creditor should take
steps to ensure that the activity of the service
provider is conducted in accordance with
reasonable policies and procedures designed to
detect, prevent, and mitigate the risk of identity
theft.



For exa itor
could r contract
detect
relevant Red rise in the
performance of the
activities, and either report the Red Flags to
the financial institution or creditor, or to take
appropriate steps to prevent or mitigate
l denti ty theft."”
(Federal Register Vol. 72, No. 217 / Nov. 9, 2007 p. 63763.)
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How will we ensure addresses will not be released
along with others that are public information?

How will your solution affect your Identity Theft
Prevention Program?
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